List of victim organizations attacked by Ransomware released on the DarkWeb

Victim

Ransomware Group

4datanet.com

Sodinokibi (REvil)

4th Judicial District Court

Conti

Aban Offshore

Nefilim

Action for a Better Community

MAZE

Actuaries and Associates

Sodinokibi (REvil)

Adam Kutner Cares

Conti

Adams County Memorial Hospital Conti

Adif (adif.es) Sodinokibi (REvil)
Aebel Pysa

Affordacare Urgent Care Clinic MAZE

AFPA DoppelPaymer

Agromart Group

Sodinokibi (REvil)

Agrosuper

Sodinokibi (REvil)

Ahmed Almazrouei Group

MAZE

Aiglues de Terrassa Conti

Alaska General Seafoods & Leader Creek Fisheries Sodinokibi (REvil)
ALFANAR - https://alfanar.com NetWalker
Aliansce Sonae Nefilim

Allard Pysa

Allfasteners Conti

Alliance Building Services Pysa

Allison-Smith Company LLC

Sodinokibi (REvil)

AMA Freight

MAZE

Amacon - https://www.amacon.com NetWalker
American Osteopathic Association MAZE
Amicorp Group Sodinokibi (REvil)
Amphastar Pharmaceuticals, Inc DoppelPaymer
Andrew Cross & Co. MAZE

Ansen Corporation MAZE

Antonio Citterio Architetto MAZE

Apollo Tyres Ltd NetWalker
AppliChem GmbH MAZE

Arabian Industries MAZE

Argus Management Company, LLC MAZE

Armour & Associates

Sodinokibi (REvil)

Artech Information Systems LLC

MAZE

Arteris SA

Nefilim

ASCENT Network

Sodinokibi (REvil)

ASU Inc. - ASU-NVG.COM

AKO

Asunaro Aoki Construction Co.,Ltd.

DoppelPaymer

athrone.com

Sodinokibi (REvil)




Atlanta Computer Group, Inc. MAZE

Atlas Machinery MAZE

Austin College NetWalker
australian company ARAFMI Sodinokibi (REvil)
Automatic Handling International - https://www.automatichandling.com NetWalker
aVINC MAZE

Axxess International Inc Conti
Bailey&Galyen Attorney _
Baker Wotring LLP MAZE

Banco BCR MAZE

Banka Ekonomike DoppelPaymer
BarbizonCapital - https://www.barbizoncapital.com NetWalker
Bauhaus Furniture Group MAZE

Bayley Construction MAZE

Bazinet Taylor MAZE

BDL Capital Management MAZE

Beler Holdings Inc Conti

Bell Mechanical Services, LLC

DoppelPaymer

Bennett Automotive Group MAZE

Berkine MAZE

Betus MAZE

Bidvest Panalpina Logistics DoppelPaymer
BIRAGHI S.p.A. MAZE

Birch Communications inc. _
Bisnode - https://www.bisnode.com NetWalker
BlueLinx Holdings MAZE

Booklt Operating LLC MAZE

Boom Construction Company DoppelPaymer
Bossini Enterprises Limited MAZE
BostonCoach Conti
Bouygues Construction MAZE
Brennercom AG MAZE
BRETAGNE TELECOM DoppelPaymer
bridgevacuum - bridgevacuum.com NetWalker
Bridgford Foods - www.bridgford.com NetWalker
brookfield.com DarkSide

Brooks International

Sodinokibi (REvil)

Brown Automotive Group Ltd

Sodinokibi (REvil)

BROWN-FORMAN CORPORATION

Sodinokibi (REvil)

Bruckner Truck Sales Inc Conti
Bruns Building & Development AKO
BRUSCHI S.P.A. MAZE
Burger king Jamaica Nefilim




BURHANIGLASS.AE

Sodinokibi (REvil)

Burton Lumber

MAZE

Busch's Inc. MAZE

C & K Market, Inc. MAZE
Caldwell Toyota MAZE
Callaway Architecture, LLC DoppelPaymer
Cambria County, Pennsylvania Conti
Canadian Tire NetWalker
Canon USA, Inc. MAZE

Canpar Express DoppelPaymer
Capital Lumber Company MAZE

Carbon Power and Light Conti

CAT RICAMBI SRL ltaly car sale company

Catania, Mahon & Rider, PLLC

Sodinokibi (REvil)

CB Masonry Conti

CBKLAW Sekhmet

CCB Packaging Inc Conti

CDPO Pysa

CENTROID Sodinokibi (REvil)
Centroinc MAZE

Certitude MAZE

Charleville Méziere

DoppelPaymer

chempack.com.au

Sodinokibi (REvil)

Chris-Leef General Agency, Inc

Conti

Chris-Marine

DoppelPaymer

Chubb

MAZE

CINCINNATI CAPITAL CORPORATION

Sodinokibi (REvil)

Cincinnati Red Dog Pet Resort & Spa

MAZE

CIR Food - https://www.cirfood.com

NetWalker

City of Knoxville TN

DoppelPaymer

City Of Pensacola

MAZE

City of Rocky Mount

Conti

City of Torrance, CA

DoppelPaymer

CivicSmart (ex Duncan Technologies)

Sodinokibi (REvil)

Clark Partington

AKO

ClearOne

MAZE

CLLB Rechtsanwaélte

MAZE

Clopay Ames True Temper Holding Corp.

DoppelPaymer

Club Fitness

MAZE

Coaching Headset Systems

DoppelPaymer

Columbus Metro Federal Credit Union

MAZE

COMHAR, INC

MAZE

Commercial Development Company, Inc.

DoppelPaymer




Community Development Bank DoppelPaymer
Complite Cash DoppelPaymer
Comwave MAZE

Condie Construction Company MAZE
Conduent, Inc. & Unamic MAZE

Conklin Office Furniture MAZE
Container Graphics Corporation - https://www.containergraphics.com NetWalker
Container Marketing, Inc DoppelPaymer
Cornet Vincent Ségurel MAZE
Corporate Renaissance Group - https://www.crgroup.com NetWalker
Cosan Nefilim

COTTONWOOD FINANCIAL INC

Sodinokibi (REvil)

CPFL Energia

MAZE

CRE Credit Services NetWalker
Cretsenbelledonne Pysa

Critical Control Energy Services MAZE

CSA Group MAZE

CU Collections MAZE
CubeLogic - https://www.cubelogic.com NetWalker
Curtze Food Service MAZE

Cutrale (oranges) MAZE
CYBERSOFT TECHNOLOGIES MAZE

Daily Thermetrics MAZE

Dairy Fresh Farms MAZE
DAISHO Co,.Ltd. DoppelPaymer
Dan's Shop Inc MAZE

D'Asign Source DoppelPaymer
Deborah J Kent, CPA. MAZE
Diamond Box Pysa

Digital Management, LLC [NASA Contracts]

DoppelPaymer

DiVal Safety Equipment, Inc. DoppelPaymer
DMC MAZE
Domingos Martins MAZE
Drivestream - https://www.drivestream.com NetWalker

Duncan Co (www.duncanco.com)

Sodinokibi (REvil)

Dussmann Group

Nefilim

DXP Enterprises, Inc.

Sodinokibi (REvil)

DYNEA.NET

Sodinokibi (REvil)

East Bay Restaurant Supply

MAZE

Edipresse Media Asia - https://www.edipressemedia.com

EDP Group

EFCO forms

Egypt Yellow Pages Online

NetWalker

MAZE




ehalc.com

Sodinokibi (REvil)

Einhell Germany AG

MAZE

electric gas industries association inc Conti
Electricaribe MAZE

Elsa LLC Sodinokibi (REvil)
Empire Communities Corp. DoppelPaymer
Engineering Consultants Group MAZE

Entrust Energy - https://www.entrustenergy.com NetWalker
eurecat.com Sodinokibi (REvil)
Excis Ltd Sekhmet
EXECUPHARM.COM CLOP

Express Manufacturing, Inc. MAZE

Faic Pysa

Fairfax County Public Schools MAZE

Famisanar Pysa

Faxon Machining, Inc. MAZE

FERSPED Inc. MAZE

FGXI Sodinokibi (REvil)

Filtration Group

Conti

Fincamex Pysa
Fisher & Paykel Nefilim
Florida Chamber of Commerce Conti
Florsheim Homes MAZE
FlorStar - https://www.florstar.com NetWalker
Fondazione Arena di Verona MAZE

FPI Management Suncrypt

Fraser Wheeler & Courtney LLP

Sodinokibi (REvil)

Fresh Water Systems

MAZE

Fuel Transport

MAZE

Furniture Row & Visser Precision

DoppelPaymer

Fusion Connect, Inc.

MAZE

GAR Equipment

Conti

GCL System Integration Technology Co., Ltd.

MAZE

Geidi.com

Sodinokibi (REvil)

Genesis Products Inc.

Sodinokibi (REvil)

Gestoria Auto Gestion

Conti

GILMER - Independent School District AKO

Global Union Canada Suncrypt

Go West Tours DoppelPaymer
GOODMANMINTZ Sodinokibi (REvil)
Goodwill Industries of Kanawha Valley, Inc. DoppelPaymer
greatnortherncorp.com Sodinokibi (REvil)
Greenville Technical College gvltec.edu Avaddon




Groupe Cactus

Sodinokibi (REvil)

Groupe Igrec, igrec.fr

MAZE

Groupe Interway MAZE

Groupe Lefebvre M.R.P. Pysa

Groupe Tech Industries MAZE
Grubman Shire Meiselas & Sacks Sodinokibi (REvil)
Grupo Damm Sekhmet
Grupo JdCocenzo MAZE

Grupocif Pysa

GSR srl MAZE

GST Autoleather Company Ragnar_Locker
HAC Pysa
HAKUYOHIN Sodinokibi (REvil)
Haldiram Snacks Pvt. Ltd. MAZE
Hamilton-Brown AKO
Handelshof Stendal GmbH MAZE
Haywood County Schools Network Suncrypt
Hedinger & Lawless, LLC MAZE
HEDLAW - Law & Business Law MAZE

Henning Harders Pty Ltd MAZE

Hershey Equipment Co Inc Conti

HMR Ltd - Hammersmith Medicines Research MAZE

Hms Insurance Associates, Inc Conti

Hoa Sen Group MAZE
Hodell-Natco Industries, Inc. MAZE
HOEDLMAYR.COM CLOP

Holston Gases MAZE

Holy-Dis MAZE
Homestead Management Corporation MAZE

Horizon Controls Conti

Hot Line Freight Systems DoppelPaymer
https://prakhinlaw.com/ NetWalker

Hustech Installations AG hustech.ch

Sodinokibi (REvil)

HYMAN GROUP COMPANIES

Sodinokibi (REvil)

IBMC College

DoppelPaymer

ICM - International Commerce & Marketing Corp

DoppelPaymer

IHI-CSI.DE

CLOP

lllinois Valley Community College Pysa
Image one - https://ilind.com/ Conti
INDIABULLS.COM CLOP
Indian River Transport Ltd. MAZE
Indoco Remedies Ltd Nefilim
Information Connectivity Solutions Limited MAZE




Innotech-Execaire Aviation Group MAZE
Innovex MAZE
INRIX.COM CLOP

insport.com.au

Sodinokibi (REvil)

Instituto Costarricense de Acueductos y Alcantarillados

MAZE

Integrity MAZE
Interstate Restoration MAZE
J.W. Smith Customs Broker Ltd. MAZE
Jacitara MAZE
JAMESTAN - Engineering LTD AKO
Jands - https://www.jands.com.au NetWalker

jnbs Sodinokibi (REvil)
John Christner Trucking MAZE

John Hardy Pysa
Johnbear Conti

Johnson Air Products MAZE

Joliet Park District Conti

JX Enterprises, Inc MAZE
Karmsund Maritime Offshore Supply AS MAZE
Karmsund.no Suncrypt
KCG, Inc. DoppelPaymer
Kenneth Cole Productions Sodinokibi (REvil)
Kent County Trading Ltd DoppelPaymer
Kerr Controls Limited MAZE
Kimchuk Inc. DoppelPaymer
KollerCraft MAZE

Kristin Tarbet, Plastic Surgeon MAZE
KUHNLE-TOURS GmbH MAZE

L&F DISTRIBUTORS (LNF) MAZE
Laboratoires Expanscience MAZE
Lakeland Community College MAZE

Lally Ford MAZE
Landmarkresort hotel beach Conti

Lawyers network MAZE

Lectra MAZE

Lee & Associates, LLC MAZE

Léon Grosse MAZE

LF ILLUMINATION LLC Conti

LG ELECTRONICS MAZE

LH EVANS Conti

Lhc Group Inc Conti

Liberty Linehaul Pysa

LindFast Solutions Group Conti




Lipoid Kosmetik MAZE

LIWA NATIONAL ENGINEERING DoppelPaymer
Locar Sekhmet
LOGEAL IMMOBILIERE DoppelPaymer
Long & Foster Sodinokibi (REvil)
Lorien Health Services - www.lorienhealth.com NetWalker

LTD Broadband LLC MAZE

LTI Power Systems MAZE

M and M Merchandisers Conti

M J Payne Ltd

Sodinokibi (REvil)

M.J. BRUNNER, Inc.

MAZE

M3P Directional Services

Conti

malabs.com Sodinokibi (REvil)
MAN Belgié Sodinokibi (REvil)
Manson Construction Co. MAZE
Marie Claire Boutiques Conti
Mark's Plumbing Parts MAZE
Marriott international inc Conti
Marseille Provence Pysa
Martin Appliance MAZE
MAS Holdings Nefilim
Massey Services, Inc. MAZE
Master Kid Inc Conti
Matthews Pysa
MaxLinear Inc. MAZE
McCloskey Mechanical Contractors Conti
MCLINC Pysa
Mead O'Brien, Inc. MAZE
Meccanica Finnord MAZE
Medical Diagnostic Laboratories, L.L.C. MAZE
MEDICAL MANAGEMENT, INC. MAZE
Meridian Title Sekhmet
Merit, IRR MAZE
Merlin Equipment MAZE
METROPOLITAN HEALTH CORPORATE (PTY) LTD MAZE

MI Metals Inc MAZE
Midwest Fresh MAZE
MIG MAZE
Migraciones Argentina NetWalker
MISTERFLY - https://www.misterfly.com NetWalker
Mitsubishi HiTec Paper Europe GmbH DoppelPaymer
Moseley Construction Group, Inc. MAZE
Motta S.p.A. Conti




Movi SpA MAZE
MRKS.COM Suncrypt
Mufioz Engineering P.C. MAZE
Murray Engineering PTY Ltd & FSI Architecture PC Conti
MVTEC.COM CLOP
MYR Group INC AKO

n&k technology inc

Sodinokibi (REvil)

Naman Howell Smith & Lee, PLLC

Conti

NAPA TRANSPORTATION INC MAZE
NATIONAL AQUACULTURE GROUP (NAQUA) DoppelPaymer
National Default Servicing Corporation Pysa

National Highways Authority of India MAZE

National Western Life

Sodinokibi (REvil)

National Wire Cable Corporation

Conti

Nature's Bakery, LLC

Sodinokibi (REvil)

NEDA USA

Sodinokibi (REvil)

Neel Veterinary Hospital

Conti

NETZSCH.COM CLOP

New Light Christian Christian Center Conti

New Museum MAZE
Newcastle University DoppelPaymer
News alfiberglass.com Conti

News Réfrigération Noél Conti
NFT.CO.UK CLOP

Nichols Rick & Co NetWalker
Nielsen Bainbridge Group LLC Headquarters MAZE
Noorulislam Pysa

North American Roofing MAZE

North Shore Pain Management AKO

Northern Wholesale MAZE

OCA Global Conti

ODLO International AG Sodinokibi (REvil)
Office of Joe G. Tedder DoppelPaymer
OHI Electronics MAZE

Oil Company Greenville SC & the Upstate - Echols Oil Company, Inc Conti

Oliviers Pysa

Olympia House - https://olympiahouserehab.com NetWalker
Omniga GmbH

Omnix International MAZE
Optimara MAZE

Orange S.A. Nefilim
Ostermeier FZE MAZE

Our Lady of the Most Holy Rosary Catholic Community Conti




Outsource MAZE

OWL Underwriting MAZE

P&R MAZE
Panpharma Group Nefilim
PanReac AppliChem ITW Reagents Division Conti
parkhomestores.com NetWalker
Parkway Products, LLC MAZE

Patten & Prentice patten.co.uk Sodinokibi (REvil)
PEMEX DoppelPaymer
peregrine-inc.com NetWalker
PeroxyChem MAZE
Peugeot Motocycles Conti

Phillips collection Suncrypt
Phillips Law Firm, Inc. MAZE

Phipps Dickson Integria (PDI) Inc DoppelPaymer
PICK-N-PULL SAN ANTONIO, TX MAZE
Piedmont Orthopedics Pysa
Pilkington Commercial Co., Inc. Conti

Pittsburg Tank & Tower Group MAZE
Pijfitzpatrick Pysa
PLANATOL.DE CLOP

Plasmaterials Inc

Sodinokibi (REvil)

Plaza Collection LTD

Sodinokibi (REvil)

Plouse Precision Manufacturing

MAZE

Poliview Pysa
POLYVLIES.DE CLOP
Pontotoc County Sheriff's Office Conti
Precision Tandems Inc Conti
PRETTL.COM CLOP
PrimusLabs MAZE
Prince Eduard Island MAZE
Prismaflex International - https://www.prismaflex.com NetWalker
Proforce Equipment, Inc. MAZE
Prokes & Co.SK Avaddon
PROMINENT.COM CLOP
Provincial Electricity Authority MAZE
Prudential Overall Supply MAZE
Ptarmigan Media MAZE
Q3 Academy Pysa
Quality Resource Group Conti

guest-worldwide.com

Sodinokibi (REvil)

Ramtek (CA, USA)

MAZE

Rand Worldwide - rand.com

NetWalker




randolphtrucking.com

NetWalker

Readerlink Distribution Services, LLC MAZE

Reddi MAZE

Regis Aged Care Pty Ltd MAZE

Repro X-Press Pysa
RFRANCO.COM CLOP
Ribasalvarez Pysa

Roger Martin DoppelPaymer
Romeo Engineering Inc Conti

Royal Military College of Canada DoppelPaymer
RTT - https://www.rtt.co.za NetWalker
S.L. Fusco Nefilim
Sacschool Pysa

Salem Media Group, Inc. DoppelPaymer
Salini Costruttori S.p.A. MAZE
Saludladera Pysa
SALUMIFICIO FRATELLI BERETTA S.P.A. O MAZE

Salvador Escoda SA

DoppelPaymer

Sampoerna Agro

Sodinokibi (REvil)

Sandream Impact LLC

Conti

SASEGUR - Seguridad y Sistemas

DoppelPaymer

Saxbst & Bstco ( all passwords )

MAZE

Scalepeople

Sodinokibi (REvil)

Schramm Inc.

Sodinokibi (REvil)

Scienter Technologies(pte) Ltd.

MAZE

Seats Inc. MAZE
Sekure Merchants DoppelPaymer
Shanghai United Imaging Healthcare Co., Ltd MAZE

Sherwood Food & Harvest Distributors

Sodinokibi (REvil)

Shoup Manufacturing Co. Inc.

MAZE

Sice Inc

Conti

Siegel Egg Co, Inc.

DoppelPaymer

Silpac

Sekhmet

Silvaris

Sodinokibi (REvil)

Simon Holdings Plc

Nefilim

SK hynix inc. MAZE
Smith & McGhee, PC Conti

Smith Group MAZE
Smoky Mountain Systems, Inc MAZE

Snaptron Inc

Sodinokibi (REvil)

SoftwareOne.com

Sodinokibi (REvil)

Sogou Inc.

MAZE

Soloptical

Conti




SOLTEK PACIFIC

Soutern Chemical MAZE

South Western Wire MAZE

Southwire (US, GA) MAZE

Sparboe companies MAZE

SPEC Inc Sodinokibi (REvil)
Spectrum Associates, Inc. MAZE

SPIE group Nefilim

sscpclaw - http://www.sscpclaw.com NetWalker

ST Engineering MAZE

ST Engineering _
Stadler Rail Nefilim

Star-Tam, Inc. Conti

Stefanutti Stocks - https://www.stefanuttistocks.com NetWalker
STRATA PLUS SYDNEY MAZE

Strategic Sites Sodinokibi (REvil)
Studio Architecture P.C Suncrypt

Stylex MAZE

Subarna MAZE

Sussek Machine Company MAZE

Symbotic LLC Sodinokibi (REVvil)
T.E.M. Group, Inc. MAZE

Talon Logistics MAZE

Tandem Corp - http://www.tandemcorp.com NetWalker
Tatematsu Mold Works Co.,Ltd. MAZE
taylorfarms.com Sodinokibi (REvil)
TechnoOrbits MAZE
Temgroupinc Conti

Texfyt Industria MAZE

TFI Internatioal (Canpar) DoppelPaymer
Thai Beverage Public Company Limited MAZE

The Center for Fertility and Gynecology - Los Angeles NetWalker

The de Moya Group, Inc. MAZE

The Dobco Group Conti

The Masonic Home of Florida Pysa

The National Conference Center MAZE

The Old Spaghetti Factory (OSF) DoppelPaymer
The Pharmacy Westview AKO

The Silverlake Group - http://www.silverlakegroup.com/ NetWalker

The Volkswagen Group Conti

Thomas Motors Inc / Advantagenissan DoppelPaymer
Threadstone Advisors, LLC MAZE
ThyssenKrupp Holding Conti




Tiffany & Bosco P.A.

Pysa

tirerama.com

Sodinokibi (REvil)

TO Engineers

Sodinokibi (REvil)

TOLL GROUP

Nefilim

Tom Berkowitz Trucking, Inc. MAZE
TOTO USA, INC. MAZE
Townley Cosmetics INC MAZE
Tpi Corp MAZE
TRACTO-TECHNIK GmbH & Co. KG MAZE
TransExpress Inc. MAZE
Transport Express Minimax Inc DoppelPaymer
TRG Holdings, LLC MAZE
Triad Mechanical Contractors MAZE
Tri-Boro Construction Supplies MAZE
Tri-Signal Integration Suncrypt
TrustTeam Suncrypt
TSL Companies MAZE
Tuckers Solicitors MAZE
Tug Hill Operating Suncrypt
TWL.DE CLOP
U.S. Auto Parts Network, Inc. MAZE
Unilac MAZE
United Enertech MAZE
United Memorial Medical Center MAZE
Universal Builders Supply NetWalker

Universal Logistics Holdings

Sodinokibi (REvil)

Universal Window & Door, LLC.

MAZE

USDAFMMA

DoppelPaymer

Valley Forge Fabrics, Inc. DoppelPaymer
Valley Health Systems Sodinokibi (REvil)
Van Boxtel RV DoppelPaymer
Ventura Orthopedics Conti

Ventura Orthopedics Inc. MAZE

Vibac Group S.p.a. MAZE

Vierra Magen Marcus LLP

Sodinokibi (REvil)

VIP Computers LLC

Conti

virginiacountryclub - http://vcc1909.org NetWalker
Virtual Guard MAZE
Visual Impressions Conti

VIVA RESORTS

Sodinokibi (REvil)

VP Supply Corp

Sodinokibi (REvil)

VUTEQ

Conti

VUTEQ CORPORATION

DoppelPaymer




W&T Offshore Nefilim
W.L. Contractors, Inc MAZE
Waldhoff gmbh Co Conti

Walkers Shortbread MAZE

Wartman Law Firm

Sodinokibi (REvil)

Westech International, Inc.

MAZE

Westland Horticulture Conti
Wey House School MAZE
Whitmore - https://www.whitmores.com NetWalker
WHSE Pysa
Wichita Sheet Metal Pysa
Windward Software - https://www.windwardsoftware.com/en-US/ NetWalker
Wix Way MAZE
Wolverine Freight System / Ontario Limited DoppelPaymer
Woods And Woods MAZE
Woodstream - https://www.woodstream.com NetWalker
WorldNet Telecommunications MAZE
WRS Environmental Services INC MAZE

www.aaaambulance.net

Sodinokibi (REvil)

www.atlascars.com

Sodinokibi (REvil)

www.cablex-group.com

Sodinokibi (REvil)

www.intercardinc.com

Sodinokibi (REvil)

www.lionco.com

Sodinokibi (REvil)

WWW.mainstreamrp.com NetWalker
WWW.panorama.com NetWalker
Xerox Corporation MAZE
X-FAB Silicon Foundries MAZE
Yorkcontainer Conti

MR 7R

DoppelPaymer




